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Definitions 1 1.1 Encryption: The process used to protect the confidentiality and

integrity of data by converting electronic information into a format
that is accessible to authorized individuals only.

1.2 Laptop: any portable computing device capable of storing data

Rationale 2 To prevent leakage/loss of confidential information when a laptop is lost,
stolen, repossessed, or disposed of by ensuring that the data contained
within it is appropriately encrypted.

Applicability 3  This standard applies to all UofC owned Laptops equipped with the
Windows operating system. Subsequent releases of this Standard will
address other operating systems and portable computing devices.

Standard 4 4.1 Information classified as “Confidential” and “Highly Confidential” in
accordance with the University Information Security Classification
Standard must be encrypted when stored on UofC owned laptop
computers.

4.2 Only encryption products approved by the CIO are permitted for
encrypting data on UofC Laptops.

4.3 All new UofC owned Laptops must be equipped with the CIO
approved encryption solution.
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4.4 Users are prohibited from attempting to bypass, penetrate, alter the
configuration of, or to otherwise affect the operation of any encrypted
laptop hard drive(s).

Exceptions 5 The CIO can approve exceptions to the above standard. Exemption
requests must include detailed descriptions of:

a. Why the proposed solution is being requested rather than use of
an approved encryption method.

b. The compensating logical and physical security controls which
ensure the confidentiality and integrity of protected data.

c. The alternative key management and escrow practices.
Authority 6 Information Asset Protection Policy:

Information Asset Identification & Classification Policy:
Information Security Classification Standard

History 7 December 10, 2008 Dennis Tracz Initial Draft
February 10, 2009 Patrick Jungles Revision
March 2, 2009 Dennis Tracz Revision
March 11, 2009 ITASC Endorsement Final
March 19, 2009 CIO Approval Final
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