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Rationale

Scope

Definitions

Standard

1

3

4

The University has a duty to protect confidentidbrmation
in its care. An important aspect of this is ensyithat users
accessing this information are in fact who theynelto be.

The traditional “one factor” authentication meth@adéere
the credentials consist of only a username andymads
method) suffer from several weaknesses.

» Credentials can be divulged to others, deliberately
accidentally.

* A credential can be “stolen” without the knowledge
of the owner, e.g. via phishing, keystroke-loggiog,
simply watching over a user’s shoulder.

e Multiple people can be in possession of the
credentials at the same time.

» Credentials can be “guessed” via brute-force oeroth
means.

Two-factor authentication overcomes these weaksdsge
requiring the user to provide a second factor ¢thaanot be
shared or duplicated.

This standard applies to all systems containingréhsity of
Calgary confidential and/or highly confidential dat

Confidential Data: Information classified as “Confidential”
in accordance with the University Information Setyur
Classification Standard.

Highly Confidential Data: Information classified “Highly
Confidential” in accordance with the University dnfnation
Security Classification Standard.

Two-Factor Authentication: An identification verification
scheme that requires the user to provide both swmad and
a token to prove that they are who they claim to be

Token: The second factor in a two factor authentication
system. Can be a physical device, a software-basbel
generator, or a biometric characteristic that doorates
identity assertions.

4.1. Required Use of Two-Factor Authentication
4.1.1. Users must authenticate themselves using an

approved two-factor authentication scheme in
order to access confidential or highly



confidential data.
4.2. Management of Two-Factor Authentication Systems

4.2.1. In the case of physical and software-based
tokens, there must be a controlled process for
both the assignation and distribution of tokens to
specific users.

4.2.2. In the case of biometric tokens, there must be
a controlled process for associating biometric
data to specific users.

4.2.3. Assignation must be attested to on an at least
an annual basis by the token holder’s supervisor.

4.2.4. Physical and software-based tokens must be
assigned to a particular user before distribution.

4.2.5. Unassigned physical tokens must be kept
physically secure.

4.2.6. An inventory of all physical tokens distributed
and on-hand must be maintained for auditing
purposes.

4.2.7. Tokens returned or reported lost, stolen, or
damaged must be disabled immediately.

4.2.8. Tokens must be recovered from individuals
who no longer have a legitimate need for them.

4.3.User Responsibilities
4.3.1. Users must not share their tokens with others.
4.3.2. Users must exercise due care to protect their
tokens from loss, theft, and damage. Lost,
stolen, or damaged tokens must be reported to
the UCIT Support Center.

4.3.3. Users must return tokens no longer needed to
the Support Centre.



Exceptions 5 4.1.Users may access confidential information about
themselves (wherever they are entitled to do so)
without the use of two-factor authentication.

4.2.The CIO can approve other exceptions to the above
standard. Exemption requests must include detailed
descriptions of:
a. Why the exception is necessary.
b. The compensating logical and physical security
controls which will be used to ensure the protectio
of confidential data.
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